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New Stuxnet-like code is discovered 

By Ellen Nakashima 

Cybersecurity researchers have found a piece of malware on computer 

systems in Europe that bears startling similarities to Stuxnet, the 

mysterious virus that was used to sabotage Iran’s nuclear program, and 

it appears to have been designed to secretly gather intelligence. 

In a new paper, U.S.-based researchers at Symantec say that the code – 

dubbed Duqu — was written by whoever unleashed Stuxnet, or perhaps 

by someone who had access to the computer language underlying it. 

The new code was written to capture information that can help “mount a 

future attack on an industrial control facility.” 

“Duqu is essentially the precursor to a future Stuxnet-like attack,” the 

paper said. 

Although the codes share similar traits, they differ in significant ways. 

Stuxnet’s payload was designed specifically to disrupt the machines that 

controlled the speed of centrifuges in a uranium enrichment plant in Iran. 

Duqu is designed to capture data such as computer keystrokes 

(including, say, passwords) and system information. 

The discovery of the code by a lab in Europe is a reminder, said Kevin 

Haley, security response director for Symantec, that “the groups or 

organizations behind these attacks are not going to stop at one. They are 

going to do another.” 

Other researchers are expressing caution. 

“This is all typical computer network espionage, which Stuxnet clearly 

was not,” said Dmitri Alperovitch, an independent security researcher. 

The new code — dubbed Duqu because it creates files with the prefix 

~DQ — has been found so far in a handful of European manufacturers of 

industrial control systems. Security experts are continuing to analyze 

new variants. 

Symantec’s technical paper can be found here.  
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dumb symantec hyping. Stuxnet was a very complex mutli payload 

program developed by intelligence agencies...the only similarities to 

Duqu being they target industrial control systems. That may be 

significant, but it shouldn't be equated with a true stuxnet like virus 

unleashed on an industrial facility...which may or not be so devastating 

as we don't know the true effects of Stuxnet on it's intended 

targets...iran's nuke facilities 
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its real. 

Bhawk1

10/19/2011 9:43:51 AM EDT

Reply

Well, the US POWER GRID is very VULNERABLE. 

laurelphoto

10/19/2011 1:48:55 PM EDT

Write reply here...

Jeez. A bit of sensationalism, don't you think?  

Stuxnet and a keystroke logger are hardly in the same league.  
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